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Abstract

ShadowBowl 2003was a simulated masscasualty exercisefor which the Center for

Robot-Assisted Search and Rescue(CRASAR) pre-deployed a robot team to develop

proceduresfor robot reachback to a medical specialist. CRASAR observed a number of

di±culties in the communications, human factors, and adherenceto standards during

ShadowBowl. This paper discussesthose problems and provides recommendationsfor

making robot reachback during a real masscasualty incident more successful.

1 In tro duction

Collaborative software tools usedin conjunction with the Internet and telephonescan bring

together an entire community of experts to cope with a disaster. Reachback refersto estab-

lishing communication between the ¯rst-respondersat the sceneof the disaster and other

experts that may be geographicallydistant. Reachback is important becauseit givesrescue

workersaccessto personneland other resourcesregardlessof wherethey are located relative

to the emergency. This paper discussestesting of reachback to establish communications

between two teams for urban search and rescue(USAR): one team with a robot and en-

vironmental sensors,the other with a medical specialist in a command center. Although
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reachback has been researched in a military setting [3] [1] [2], it has not previously been

proven in the caseof robots usedfor rescue.

On January 25{26, 2003, a simulated mass casualty exercisecalled ShadowBowl was

conducted.A masscasualty incident is anevent which overwhelmslocal responsecapabilities,

and outside resourcesmust be integrated as rapidly as possibleto mitigate the situation.

The event wasthe result of cooperation amongnumerousgroupsand agencies,including the

Department of Justice,Secretaryof Defense,SPAWAR, FBI, the National Guard, SanDiego

City Police, San Diego County Sheri®sDepartment and HazardousMaterials Division, the

SanDiegoSupercomputerCenter, and SanDiegoState University1. It provided a test of the

organization, emergencycommunications, and preparednessof the entities involved should

a masscasualty event occur.

The primary focus of ShadowBowl 2003was on establishingmedical reachback, where

local physicianscould work with medical specialistsall over the country to help triage the

situation and monitor for environmental impact. However, many masscasualty events (e.g.

earthquakes, terrorist attacks) may include the deployment of rescuerobots. The Cen-

ter for Robot-Assisted Search and Rescue(CRASAR) at the University of South Florida,

pre-deployed a robot and operator team to San Diego and tested reachback communica-

tions capabilities to a commandcenter in Tampa, Florida. CRASAR performsresearch and

development of robots for USAR and maintains a trained responseteam for emergencyde-

ployment2. CRASAR served two roles in ShadowBowl: ¯rst, it acted as a node within a

collaborative network of emergencyresponders,providing accessfor CommanderEric Ras-

mussen,a Navy physician and disastermedicinespecialist then working with U.S. Central

Command; and second,as a test rescue-robot reachback. Prior to this event, the state

of the practice has been for emergencyworkers to establish reachback primarily through

telephoneand fax. CRASAR usedthe event to expand reachback to include robots. This

document providesan account of the event, observations, and suggestionsfor improvements

1For a full list of participating organizations, pleaseseehttp://shado wbowl.sdsu.edu/
2CRASAR coordinated the rescuerobot responseat the World Trade Center and participated in three

major USAR ¯eld exercises.Seehttp://www.crasar.org for more information.
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from the CRASAR perspective. ShadowBowl consistedof two tests, the ¯rst of which was

a simulated earthquake responseon January 25, 2003,and the remainder of which was an

exerciseconductedin parallel with Super Bowl XXXVI I, with personneland equipment on

site at QualcommStadium in SanDiego,California, and acrossthe country, in casea terror-

ist attack occurred. Capabilities that were demonstratedand tested include environmental

monitoring (using sensorsto detect radiation, water quality, and ¯re) and chemical hazard

mitigation.

This exercisewassigni¯cant becauseit exposeda number of issuesin a realistic emergency

scenario,and the ¯ndings from the exercisewill help to improve readinessfor the next real

disaster. Important lessonslearned from ShadowBowl include what failed unexpectedly,

the di±cult y involved in performing what would otherwise be consideredmundane tasks,

and the ideal con¯guration of a local command center for specialists trying to use data

coming from robots in the ¯eld. Theselessonsencompasscritical components of reachback:

communications, human factors, and adherenceto standards. This paper discussesthe

impact of unexpectedfailures in communications and other equipment, errant expectations,

and information standards(synchronization and data formats).

The paper is organizedas follows. Section2 outlines CRASAR's objectivesfor Shadow-

Bowl. Section3 presents what actually transpired, focusingon what happenedunexpectedly.

Section4 contains recommendationstoward making a real disasterresponsemore successful

basedon theseobservations. Finally, Section5 provides discussionand conclusions.

2 CRASAR Reach-Bac k Ob jectiv es

Although rescuerobots have been used in real disasters(such as the World Trade Center

rescuee®ort) and in training, the reachback capabilities for rescuerobots had not been

tested. Without robot reachback, it is necessaryto use cell or satellite phones to work

with o®-sitespecialists,and to disrupt team leadersin order to validate ¯ndings. Ideally, a

robot should be able to senddetailed information acrossa great distanceto o®-siteexperts,
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including video(for examinationby medicaland structural specialists),audio (for interacting

with team members and trapped victims), position (as from GPS), and other sensordata

(such asair quality and temperature). Previously, this information wasavailable only to the

personnelat the site of the disaster.

The Center for Robot-Assisted Search and Rescue(CRASAR) participated in Shad-

owBowl in order to test its own deployment, communication, and reachback capabilities.

CRASAR had three goalsfor the exercise:

² Developreachback procedures for robots in the ¯eld. Reachback refersto sendingdata

back to, and collaborating with, other membersof the team. Reachback enablesmem-

bersof the team to be in di®erent locations, allows wide disseminationof information

about the disasterarea,and allowseach part of the team to focuson a particular aspect

of the rescuee®ort(such as technical search, analysisof sensordata, archiving of data

for forensicpurposes).CRASAR was interestedin testing and developing procedures

for the international responseteam.

² Send robot data over di®erent media, including the on-site Internet service provider

and a satellite phone. In a deployment, the responseteam may have Internet access,

but are not likely to control it. Normally, Internet accessis unavailable so other

communications methods (e.g. satellite communications) may be used. CRASAR was

interestedin the impact of low bandwidth constraints on reachback.

² Establish a command center at USF in Tampa, and use it to simulate reachback to

medical and structural specialists in a realistic scenario. The data sent back from a

responseteam must bemadeavailable to membersof the team that arenot on-site,and

a certain degreeof infrastructure is required to make e®ective useof that information.

While setting up the reachback mechanism is important, it is equally important to

determinewhat a commandcenter should look like.
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Figure 1: Overview of CRASAR's involvement at ShadowBowl.
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2.1 In tended Scenario

To meet its objectives for this exercise,CRASAR deployed a remote team consistingof a

graduate student and a custom Inuktun VGTV robot, with a satellite phone, cell phone,

Garmin Venture GPS receiver, and laptop to San Diego. The local team had a laboratory

equipped with multiple video projectors (for newsbroadcastsand computer displays), tele-

phones,Internet access,several computers,a medical doctor, and various other observers.

This organization is depicted in Figure 1. The roles of the local and remote team will be

explainedmore thoroughly below.

Three collaborative softwarepackageswereemployed to simplify communication between

the local and remote teams and other ShadowBowl participants. Groove is a commercial

product3 that provided sharingof documents, text messaging,and voicecommunication over

the Internet. Muse, which is a commercialsoftware platform for immersive presentation of

media4, was usedfor visualization and management of information, such as cameraviews,

current news,and sensordata such as ¯re sensorsin Qualcomm Stadium. Windows Mes-

sengerwas usedfor text messagingand video conferencing.Of these,Windows Messenger

(or its underlying protocol, H.323)seemedto provide the best functionality for sendingback

live video from a robot for reachback.

One advantage of using these tools was increasedsecurity. However, Muse was not as

secureas hoped for. In the event of a real disaster, the information being sent back by

the robot may be of a sensitive nature (imagine seeingtrapped victims in real-time on

CNN), and should be encrypted to prevent improper distribution. In particular, Muse used

existing web (HTTP) servers for most of its transfers, which in many casesare not secure,

and it waspossibleto write scripts to capture the sameinformation by examining the Muse

con¯guration ¯les. Grooveand WindowsMessengerusedtheir own protocolsfor transferring

data, but unlessspecialmeasuresweretaken, the data would passthrough their own servers.

3Seehttp://www.gro ove.net for more information.
4Seehttp://www.m usecorp.comfor more information.
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(a) (b)

Figure 2: The CRASAR teams. In (a), the remote team (Brian Minten) deploys a robot

and establishesreachback. In (b), the local team (from left to right, Eric Rasmussen,MD,

FACP; Dr. Robin Murphy, Aaron Gage)works to processthe incoming data.

2.2 Remote Team

The purposeof the remoteteam is to work in the Hot Zone(the areamost severely impacted

by a disaster). The remote team is responsible for the insertion and management of robots

in the disasterarea,and as such, will be working under dangerousand stressfulconditions.

This team not only engagesin an active search, but will also collect data, such as video

of an area that can be analyzed by a medical doctor on the local team to direct further

search. The remote team is always expectedto have very limited accessto communications,

as Internet connectivity will probably not be available nearby, and cell phonesystemsmay

not be accessible.Thus, the collaboration between the local and remote teams will most

likely be acrossa slow data connection,such as a modem connectionacrossa satellite link.

To be on-site, the remoteteam will needto have credentials in search and rescue,which may

prevent experts from being available. The remote team will likely be working from a tent or

responsevehicle,and even simple resources(such as power) may be di±cult to obtain. The

remote team for ShadowBowl is shown in Figure 2(a).
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2.3 Lo cal Team

The local team is locatedaway from the disastersite, often at a great distance. The purpose

of the local team is to complement the remoteteam by providing capabilities that it may not

have: accessto expertise (such as medical doctors), reliable telephoneand Internet service,

and personnelworking in a relatively comfortable environment that can make decisions

and suggestions. The local team will also have computers available to analyze data sent

by the remote team. The workspacethe local team usedduring ShadowBowl is shown in

Figure 2(b).

CRASAR intended to have the remote team sendvideo from the robot acrosswhatever

data connectionswere available, as well as other information as appropriate. The plan was

for the local team to coordinate with the remote team, collect data from other ShadowBowl

teams, and processthat information, such as making time-lapse videos of various camera

feedsand monitoring data from the environmental sensors.The local team would alsowatch

the news and report any interesting developments to the remote team. Given that the

ShadowBowl participants had set up a high-bandwidth Internet connection in San Diego

for the event, and the local team had all of the resourcesit anticipated would be needed,

theseexpectations seemedreasonableenough. However, due to a seriesof failures and mis-

communications betweenthe local team, the remote team, and the rest of the ShadowBowl

participants, achieving thesegoalsturned out to be much more di±cult than expected. The

following sectionoutlines thesefailures and usesthem to establisha seriesof recommenda-

tions for the next masscasualty event, whether it be an exerciseor real incident.

3 Problems Encoun tered

The ShadowBowl event, of which CRASAR was a minor participant, had two parts. The

¯rst part, conductedon January 25, was a drill to test the responseto an earthquake near

San Diego. CRASAR's medical doctor participated in this drill from the Mini-Op erations

center for approximately one hour, using a telephone and the Internet (through Groove
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collaboration software). On January 26, the continuing purpose of ShadowBowl was to

monitor Super Bowl XXXVI I and to be prepared in the event of any disaster. CRASAR

continued to test its capabilities throughout the entire event. What follows is an account of

the problemsthat wereencountered during the event, grouped accordingto which aspect of

the exercisethey a®ected.

3.1 Remote Team Problems

The operator control unit for the robot brought to the event in SanDiegofailed shortly after

being unpacked, possiblydamagedin shipping. This left the remote team with a robot that

could be usedfor little morethan its cameraview sincethe platform could not be controlled.

The lessonhereis that redundant equipment must be madeavailable, as failures in the ¯eld

are often unavoidable.

Next, the remote team pushedthe data to USF without providing a central registry to

identify the available information or where it could be found. Several cameraviews were

discoveredthrough examination of con¯guration scripts for Muse,and periodically, someone

in San Diego would announcean Internet addressand port number that contained some

new data. It was left to the local team to keeptrack of theselocations as they went online

and o²ine throughout ShadowBowl. From theseevents, it is recommendedthat a central

registry bemaintained somewherethat allowseasyaccessto all sensorand status information

available during a responseevent.

Finally, in the robot data and the environmental sensordata, there wasnot a consistent

adherenceto standards in data formatting. In particular, an environmental sensorwould

serve readingsas a web page,without regard for whether the web pagewould needto be

parsedto extract the information automatically. As such, although the readingswereserved

in valid HTML, it was incompatible with XML parsers. If the HTML document template

that contained the readingshad beenwritten slightly di®erently, it would have beentrivial

to parsethe readingsand generatetime-seriesplots of the data or perform other analyses

on them. It is recommendedthat all information madeavailable in this kind of situation be
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formatted in XML or someother standard format in order to maximize its value to other

members of the collaborative e®ort, such that the data can be usedin ways not originally

envisioned.

3.2 Net work Problems

On Saturday, January 25, 2003,an Internet worm called\Slammer" appeared,which caused

major network outagesthroughout the world and prevented reliable communication from

California to USF and other nodes. The timing of the worm wascompletelycoincidental with

regardsto ShadowBowl, but illustrated that such things tend to happenat the worst possible

time. While this problem was temporary, it causedunexpecteddisruptions in systemsthat

were otherwisetaken for granted. In a real mass-casualty event, the Internet is likely to be

impacted by peopleseekinginformation online and attempting to contact loved ones(which

may load the network as badly as the Slammerworm did), so the relianceon bandwidth in

such situations may be misplaced.The lessonhereis that the rescueteamscan only rely on

limited bandwidth, and must maintain a strategy for using that bandwidth e®ectively.

An addresstranslation problem on the network provided at ShadowBowl causedapprox-

imately two hoursof delay for the remoteteam in establishinga network connectionback to

the local team. The remoteteam's laptop wasassignedan IP addresson an internal network

that was translated to a public IP addressbefore reaching the Internet. This made it im-

possiblefor the local team to connectdirectly to the remote team's computer, which barred

a later attempt at videoconferencing.The lessonhere is that in an emergencydeployment,

the remote team must usenetworks that they do not themselves control, which meansall

communication back to the local team must be done in such a way as to avoid ¯rewall and

network addresstranslation constraints. It shouldbe noted that the Internet communication

was provided by a defensecontractor who specializesin communications. Even the experts

make mistakesin emergencies,and network administration is notoriously di±cult.

Synchronization of the clocks in devicesproviding sensordata createdproblems. In one

case,a camerawas found to be in error by several seconds(seethe con°icting time stamps
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Figure 3: Captured video of remote. The time in the lower right (at 10:48:44EST) is

accurateto within onemillisecondand is several secondsbeforethe time shown in the upper

left at 7:48:53PST (which negatesany latency in the communication). The di®erenceof

three hours results from a di®erencein time zones.

in Figure 3). In the event that the collected data were neededfor later forensic analysis,

it would be extremely important to have the time stamps associated with each reading as

closeto the standard time as possible. Synchronization of clocks to NIST standard time is

relatively simpleusing the Network Time Protocol (NTP), available for most platforms, and

if this fails, a consumerGPS or WWVB receiver can provide time within a secondof the

actual time. Other information can be correlatedby the time; for instance,someconsumer

GPS receivers will automatically record their position and the current standard time on a

regular interval making it possibleto reconstruct the unit's position at any given time. In

this case,an error of several secondsis acceptable,but any further error makesreconstruction

of events unnecessarilydi±cult. The lessonis that it is simpleand important to keepclocks

synchronized,but this is not always done.

Finally, environmental sensorswere overwhelmedby frequent requestsfrom USF, due

to a miscommunication between those working in San Diego and those working in Tampa

regarding a sensorinterface that was set up to provide environmental data but which was

not meant to handle frequent status requests. The team in Tampa did not know of this
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limitation, and queriedthe status of the devicetoo frequently. This simplemisunderstanding

causedfrustration on both sides: those in San Diego were frustrated becausetheir sensor

wasoverwhelmedby requeststhat seemedmalicious,and in Tampa, the sensorseemedto be

unreliable sinceit could not keepup. A simple solution would have beento have the sensor

data cached to a computer capableof handling the load of servingthe information, allowing

the sensorto stay on its primary task of data collection. It would also have beenhelpful if

the expectationsof both teamshad beenclari¯ed beforethe sensorwasput to use: the San

Diegoteam would know who plannedto query the sensor,and the Tampa team would know

what polling interval was appropriate.

3.3 Lo cal Team Problems

On January 25, the command center in Tampa was a®ectedby a failing uninterruptable

power supply on a central server, which temporarily disabled addressresolution for the

network. It was also discovered that a television antenna that had beenset up to receive

the local newshad beenstolen. Both of theseevents were minor inconveniences,but they

required time from the local team to resolve, distracting them from the moreseriousaspects

of the exercise.The lessonis that technology can be expectedto fail in stressfulsituations,

and that peopleshould be available to compensatefor last-minute emergencies.

Despite thesesetbacks, the remote team was able to establisha 2400baud modem con-

nection to the local team using a satellite phone and send back an image, demonstrating

that at worst, it would still have been possibleto transmit data or single imagesfor the

local team's doctor to examine. The local and remote teamsalsomanagedto conversewith

both voiceand video through videoconferencingsoftware (MSN Messenger)oncethe remote

team had obtained an Internet addressthat wasnot subject to addresstranslation. Cellular

phoneswere also useful during the exerciseto keepthe teams in contact (though in a real

disaster,cellular servicemight be overwhelmed).

The primary problem encountered by the local team was that they had only sporadic

data, not information, from the remoteteam. The local teamhadno contextual or situational
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awareness.One consequencewas that the remote team had to be called on a cell phoneto

verify what was being viewed over the remote team's data connection.

4 Recommendations

From the problemsthat wereencountered during ShadowBowl, there are a number of obser-

vations that can be madeto improve the overall performanceof the local and remote teams.

Theserecommendationsare grouped accordingto whoseresponsibility they are: the remote

robot team, those responsible for maintaining communications betweenthe teams,and the

local team.

4.1 Rob ots in Field

² A central registry of available information shouldbe maintained on the remotesite, so

that thoseon the local teamcanaccesseverything that is available. The registry should

alsohavesomeindication of how often it is appropriateto query that information, based

on the frequencythat it is updated (in the caseof a camera)or on its abilit y to serve

data.

² All information sent betweenthe teamsshould be formatted in a way that allows for

automatic parsing. Further, all of this information shouldbe explicitly annotatedwith

the current time and location, so that the age(and thus saliency) of the information

canbe determined,and sothat interesting locationscanbe noted for later exploration.

Other possibleannotationsincludethe robot or operator that producedthe information

and their completestatus at the time.

² Information, not data, should be transmitted. Imagesshould be annotated with the

date, time, location (from GPS), robot used,and type of void.
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4.2 Net work Managers

² All teamsshould have their clocks synchronizedas closelyas possibleto the standard

time, even if just by setting them manually from a GPS receiver, or by receiving the

NIST WWVB signal.

² Internet connectivity cannotbeassumedin any situation, and it will often benecessary

to usedi®erent methods of sendingdata between local and remote teams, especially

through cell phonesand satellite phones.

² In the event that specialsoftwareis usedto allow teamsto collaborate (giventhat MSN

Messenger,Groove, and Muse were used during ShadowBowl), there is a possibility

that any given central server that provides connectivity between userswill become

unavailable (due to high network load or a disaster where the serviceis hosted). It

is recommendedthat collaborative software useprotocols that allow it to usea server

under the control of the local team. Examples include the H.323 standard, which

allows for audio and video connections,implemented in NetMeeting and other, non-

proprietary software; and Groove with its optional relay server.

² All data connectionsshouldbe encryptedif possible,asthe imagesand sensorreadings

being collectedby the remote team may be of a sensitive nature.

4.3 Lo cal Command

² All data should be streamedfrom the emergencysite (which most likely has a poor

data connectionto the outside world) to an o®siteproxy that has enoughprocessing

power and bandwidth to serve the information to any number of interested parties.

An appropriate place for such a proxy would be with the local team. In the event of

a major, secondarycatastrophe,the local team will probably be far enoughfrom the

event that lossof that data is unlikely, so it will still be available for forensicpurposes.

² The local team's commandcenter requiresnumerousresourcesto function e±ciently.
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Figure 4: SuggestedReach-Back Network Architecture

Multiple (non-cellular) telephonelines are neededto allow incoming modem connec-

tions aswell asongoingvoiceconversations.Video projectorsarehighly recommended,

and if possible,an A/V switch shouldbeusedto quickly choosewhereeach videostream

should be displayed. Cable or satellite television serviceis recommendedfor accessto

newschannels,and VCR's shouldbeavailable to recordsalient information. Numerous

computersare recommended,at least one for each member of the local team, in or-

der to manageall of the incoming information. Thesecomputersshould be connected

using a high-speednetwork to allow large ¯les to be moved quickly. The local team

should also have servers available to perform several tasks: archiving of sensordata;

acting as a proxy to serve the data to other interestedparties; analyzing the data or

converting it to more useful formats (such asa seriesof still imagesinto a compressed

video); and hosting collaboration protocols for audio, video, and shared¯les between

teams.

A summary of these recommendationsis shown graphically in Figure 4. This ¯gure

captures the following ideas. By sendinginformation (in standard formats and encrypted)

over a low-bandwidth link from the remote team to the local team, the local team can

perform several duties. First, computersand experts at the local team's commandcenter

can analyzedata from the remote and recommenda courseof action to the on-site rescue

workers. Next, the information can be stored on a well-equipped server supported by the
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local team that can serve to the rest of the community acrossa high-bandwidth connection.

Finally, the local team (and other teams throughout the responsecommunity) can archive

the information for later analysisand forensics,at a location that is geographicallydistant

from the disaster (in casea secondarydisaster occurs). What is not shown in Figure 4

is the communication betweenteams(beyond using a standard, peer-to-peer protocol such

as H.323). Ideally, the remote team should contact the local team every hour to prevent

misunderstandingsabout the situation at either location.

5 Conclusions

ShadowBowl 2003wasa completesuccess,sheddinglight on the technologicalissuesa®ecting

reachback for a deployed rescuerobot team during a realistic exercise. Ultimately, the

technology that worked best was the oldest: telephoneswere relied upon extensively, as

networks (both on-site and the Internet) su®ereda number of outages. The technology to

perform reachback exists for the most part, but is prone to failure. Certain improvements

(detailed above) are neededin order to make the system robust enough for a real rescue

event.

Onesurprisingresult of the exerciseis that it wasmoredi±cult than expectedto interface

systems(robots and computers) into the existing structure of another group. In the event

of a real emergency, it would be necessaryfor the remote team to make use of whatever

resourceswere available, and the processof getting establishedafter arriving on-site must

be re¯ned. This is not a criticism of the other participants of ShadowBowl, asthey provided

what they could. It is up to the responseteam to make their needsassimple aspossible,so

that they can be satis¯ed anywhere.

From these observations, a centralized proxy server (or a distributed set of mirrored

proxies)to which all sensordata andstatusupdatesarepushedis perhapsthe most important

pieceof infrastructure that was absent. Such a server would have prevented much of the

confusionsurrounding the location and nature of data during ShadowBowl (which led to a
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breakdown in team dynamics). The e®ortspent in maintaining such a systemwould be more

than madeup for by saving e®ort for the rest of the team.

It is also highly recommendedthat all communications between teams be cognizant of

limited bandwidth, using non-proprietary, standard data formats, with annotation of the

information (with the correct time) to provide context. This communication should be en-

crypted if possible,and should not rely on third-part y relays (as with Windows Messenger

and the default con¯guration of Groove). Finally, in order to prevent communication break-

downs betweenthe teams, the remote team should call back to the local team every hour,

even if there is nothing new to report.

Overall, ShadowBowl was a success,both for CRASAR and the rest of the participants.

CRASAR's objectiveswereeventually met, despitethe problemsthat wereencountered. The

rest of the exercise,including the simulation of a disastrousearthquake, demonstratedthe

capabilities and readinessof the medical and emergencyresponsecommunity. It is hoped

that theseobservations will make the next such event easierto manage.
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